RAJASTHAN HIGH COURT, JODHPUR

Corrigendum cum Clarification

No. HC/SK/2025-26/ £344

Bids for the Supply, Installation & Maintenance of 01 number of Server, 01 number of Firewall and 36 number

of Assistive listening system at Subordinate Courts of Rajasthan,

Ref:
Sub:

I'am directed to issue a corrigendum cum clavification after Pre-bid meeting

under E~-Court Project Phase-111 as under:-

NIT No. HC/SK/Procurement/2025-26/40 Date: 19.01.2026

Bids for the Supply. Installation & Maintenance of 01 number of Server, 01
Firewall and 36 number of Assistive listening system
Court, Jodhpur and Jaipur Bench, Jaipur under E-Cou

Dated: 03.02.2026

for the advertisement of

High Court, Jodhpur and Jaipur Bench, Jaipur

RFP . Response to pre- ha
S- Page RFP Clause Sub Clause Details bidss[u cstimil)s or coCrri negncdm;l
No £ Parameter | Section ) i 58 gendu
No. query proposed
item No. 2 Firewall
Active/Active and Active/Passive
High 8. and should support session state
! 22 e ) . Supp S No change
Availability synchronization among firewalls in
a high availability cluster.
The fircwall must
I . Madified as per new | have the ability o
he firewall must disallow root . . - -
. ) ) specs received from | manage firewall
(10} aceess 1o Nrewall svstem alf users \ L= o
(inctuding super) - Hon'ble policy even il
&5 cCommiue. SCI nanagement server is
unavailable
Solution should have machine
learning capabilities on the data
planc to analyze web page content
lo determine it it contains malicious | Deleted as per new
TavaScript or is being used for specs reeeived from
1012y | fTAvCTIDLONIS being u pecs recerved i Defeted
credential phishing. Inline M1, ITon'ble cCommitte,
should prevent web page threats 5C1
from infilirating network by
2 22 providing real-time analysis
capabilitics.
The firewall must have the
capability to create DOS prevention
policy to prevent against DOS
attacks on per zone basis (outbound
1o inbound. inbound to inbound and
inbound to outbound) and ability 1o
10.(13) | create and define DOS policy based | No change
on attacks like UDP Flood. ICMP
Flood. SYN Flood {Random Carly
Drop and SYN cookie). 1P Address
Sweeps, 1P Address Spoofs. port
scan. Ping of Death. Teardrop
attacks.
Should be able 1o perform Anti-
virus scans for HTTP. SMTP,
11.(6) IMAP. POP3. FTP. SMB wraffic No change
with configurable AV action such
as atlow. deny, reset. alerl ele.
Should have DNS sink hoting lor
malicious DNS request rom inside
hosts to outside bad domains and
should be able to integrate and
H.(7n dbee nlegrate anc No change
query third party external threat
intetligence data bases 10 block or
23 sinkhole bad IP address. Domain
and URLs.
3 Shoutd support inspection of
PP bec - Deleted as per new
headers with 802.£Q Tor specilic C Ny
. < e specs received from
11.(8) Layer 2 secarity group tag {SGT) ) . Deleted
N = = Hon'ble eCommitte.
vatues and drop the packet based on SCI
Zone Protection prolile,
The device should support zero day
1 device sh uppo Y| Deleted as per new
prevention by submilting the . .
- > specs received from
[1.(9) cxecutable files and getling the \ . . Deleted
. LT Hon'ble eCommitte.
verdict back in five minutes post SO
_| detection )
The solution must be able to define
AV scanning on per application
23 1L(12) AL on per applic No change

basis such that certain applications

may be excluded from AV scan

"

number of
at Subordinate Couwrts of Rajasthan, High
1t Project Phase-111




while some applications (o be
included.

The NGFW should have native
protection against credential thelt
attacks (without the need of

23

Advanced
Persistent
Threat
(APTY
Protection

wn

URL
Filtering
teature
enabled
from day 1

DNS
Security
Features

from day |

11.a6) endpoint agents) with ability 1o No change
prevent the theft and abuse of
stolen.
LL(ET) AL].lOI}]EIliEIlH”)’ identify and block No change
phishing sites. =
1.(18) Prcvcnt_ users l"r()-m z'iubm‘illi-ng No change
credentials (o phishing sites =
11.(19) Prevent the use of stolen credential | No change
There should be provision to cnable
the APT sotution if required in Deleted as per new
12.(1) Future with following fcallures. This | spees received fr_om Deleted
should be a both on premise and Hon'ble eCommitie,
cloud base unknown malware SCI
analysis.
Cloud base unknown malware
analysis service should be verlilied Deleted N ,
with SOC2 or any other Data “’ ('__‘ HS ptg T,e“
12.(3) privacy campliance cerlification for :i::sb;t?c]:’;n:n:?lt] Deleted
customer data privacy protection SCl .
which is uploaded to unknown '
threat emulation and analysis.
The solution must be abie to use Deleted as per nicw
AV and zero day signatures based ) """L(“’l (:Il r‘_‘
12.(4) on payload and not just by hash ?F;:,L;:z%t;;n;?: Deleted
valucs and it should support bare sCl ’
metal analysis if required. )
NGFW should protect against Deleted as per new
evasive lechniques such as oot “‘.F,”i tm
13.(1) | cloaking. fake CAPTCHAS. and ?f:f,l[fcfé‘)f;|11'.ffll Deleted
HTML character encoding based Sé; G et e
attacks )
The solution should
NGT'W should support peticy Modified as per new | SUPPort policy
creation around end user attempts Lo 0 : I_L :.1‘ P;"li.ne“ creation around end
13.(3) view the cached resulis of web Esi:;sb::i%\;;m:?: user altempts 1o view
searches and internet archives from SO " | the cached results of
day | - web searches and
internet archives
DNS Security should
DNS Security should have Modilied as per new :::2{1 f)lll-(l,gll;dc_::’::::l[')l
redictive anatytics 1o disrupt specs received from | 04" . .
14.9) Ellacks that usc) DNS for Dallja thefi Hon'ble eCommitte. ?‘tlag\'s'tlﬁn‘:{s.u DiNS
and Command and Control SCI (?;[11:;::‘11lc|1:1:c;m(
« i«
Control
DNS security
capabilitics should
DNS securily capabilities should ock knowa Bad
block known Bad domains and with 'ui;wzincefllj
predict with advanced machine Modificd as per new mach‘inc lcarning
14.(4) fearning technology and should specs received from technology and
: have global threat intelligence of'at | Hon'ble cCommite. should hz;;fe olobal
least 10 million malicious domains | SCI ;h[’C’ﬁ intcllighcnc; of
il'needed for any future al Iqu[ 10 million
considerations :nari‘cious
domains/malicious/ph
ishing/spam
It should support
[t shoutd prevent against new Modified as per new E:::T:::I?:k‘:ﬁ;"m’l
14.5) 11121]1(.11(11.15 donmm:s‘ and‘cnlo‘rc.c spees recetved Ir_om domains and enlorce
h consistent protections lor millions Hon'ble cCommitte, | 7% tent protections
ol emerging domains SCI ;’.(?:2:;;0”[: of
emerging domains
The solution should
The solution should support support integration
integration and correlation 1o and correlation to
provide effective prevention against provide effective
New C2 domains. file download prevention against
source domains. and domains in Madificd as per new New C2 domains. file
malicious email Jinks. [ntegrate specs received from download source
14.(6) with URL Filtering to continuously 3P domains. and domains

crawl newlound or un-categorized
sites for threat indicators. Should
have OEM kuman-driven adversary
tracking and malware reverse
engineering. including ingight from
globally deployed honeypots.

Hon'ble eCommiltte.
SCl

in malicious email
links. lntegrate with
URL Filtering to
continuousty crawl
newlound or un-
categorized sites for
threat indicators,




Shoutd support simple policy
formation for dynamic action 1o

14.(7 . . . 0 ¢ s
) block domain generation algorithms No change
and sinkhole DNS gueries.
Selution should have preventian Deleted —
against DNS wmneling which arc s L’:" "mf!si p('é II],L'“
14.(8) used by hackers to hide data theli in l—?gninle :‘CO&;I mr.?lnj Deleted
standard DNS tralTic by providing 5C c-ommatte.
features like DNS tunnel
The solution should
support capabilitics 1o
The sotution should be capablc (o lncutrzll!zzc'[)l\llsl
neutralize DNS wnneling and it Modilied as per new qllznlaclzdlng[dnc EL all
14.09) should automatically stop with the specs received from .mo w.g:ll??a reatly
’ combination of policy on the next- Hon'ble eCommitte. S [zbil " ! Foolicy
generalion firewall and blocking the | SCI :c)nﬂ )na‘ll(lm N po ey
parent demain for all customers. 1 the nex “gencration
firewall and blocking
the newly observed
domain.
The selution should have support
for dynamic response (o lind
infected machines and respond Deleled as per new
immediately. There should be specs received from
4. (1gy | [THSCHEECY. here she pec: . Deleted
pravision for administrator to Hon'ble ¢eCommitte.
automate the process ol'sink-holing | SCI
malicious domains to cut off
Command and control.
The firewall must have the Deleted as per new
capability 1o be configured and specs received from
15.(3) AL st d¢ | sbec : Deleted
deployed as SSL connection broker | Hoa'ble eCommitte.
and port mirroring for SSL traffic SCI
The proposed firewall shall be able | Deleted as per new
o to identify. decrypt and evaluate specs received from
SSL/SSH | 15.44) oty deerypland evalus pec; ) Delcted
7 24 Decryption SSH Tunnel traiTic in an inbound Hon'ble eCommite,
P and outbound connections SCI
The fiecwall supports TLSv].3
vl supports TL.oy Deleted as per new
deeryption in all mades (SSL specs received from
15.(7} Forward Proxy. SS1. Inbound o y . . Deleted
. . Hon'ble eCommitte.
inspection. Broker and SSL
N S SCi
Decryption Port Mirroring).
The solution shouid
also support FQDN
The lirewall must support FQDN Modified as per new | besides 1P address for
18.(6) instead of 1 address lor static route spucs received from | static route next hop.
’ next hap. policy based forwarding How'ble eCommiue. | policy based
nest hop and BGP peer address SC forwarding next hop
and BGP peer
address.
Routing and The firewall must support VXLAN
8 & 18.(7) - © ot supp No change
8 24 Muhicast Tunnel content inspection = .
suppori The firewall must support NS Deleted as per e
provides such as Duck NS, SHees rcéci\[f)cd from
(8.48) | DynDNS. FreeDNS Alaid.org spece . Deleted
o o Hon'ble eCommitte.
Dynamic AP, FreeDNS Alraid.org 51
and No-[P.
Modified as per new
PIM-SM. PIM-SSML. IGMP v1. v2. | specs received from .
18.(13) pecs recetved It PEM-SM. IGMP
and v3 Hon'ble eCommitte.
) 5C1
Should provide on device as well as
centralized management and
reporting solution with complete Deleted as per new
feature parity on firewall spees received from
20.(1) AHire panty o P ) . Deleted
administration. The Central Hon'ble eCommitte.
. Management and Reporting 5CI
Monitoring, - P
Managenen Solution should be a dedicated
25 ) t‘{;‘a OQEM appliance with
o There should be provision to
Reporting .
9 permanently block the export of .
. -~ Co- Deleted as per new
private keys for certificates that e .
20.2) have been penerated or imported 1o | SPESS received from Deleted
» [ &) H
. . Hon'ble eCommitte.
harden the security posture in order e
to prevent rogue administrators )
from misusing keys,
Deleted as per new
_ Should be able (o create report specs received from
25 W O al e Tep pec: . Deleted
based on Saa$ application usage Hon'ble eCommitte,
SCI
Additional points for Firewall as per new specs received from Hon'ble eCommitte, SCI
The product should be TEC MTCTE New clause
o certified added
l'esting and = - -
o = T'he praposed vendor must be in the

Certification

Leader's quadrant of the Enterprise

Firewalls Gartner Magic Quadrant

New clause
added

N




for consecutive 3 years

feature for processing of' a packel in
one go method or it should have a
specific security processing unit
which should perform functions like
networking. user identilication.
policy tookup, trallic classification
with application identification,
decoding. signature matching for
identitying threats and contents.

New clause
added

Required performance throughput
should be available in single unit of
proposed solution without HA/
Clustering/ stacking. all the
parameters must be validated using
publicly available datasheets.

New clause
added

11 Architeclure P
T'he proposed
firewall must
have min §
physical cores
with x64
Processor;
Modified as per new minimum 24GB
4.02) The prf)pnscd l-il'C\.\-"dH nwst have min | spees received I'[:om RAM from day
8 physical cores with x86 processor Hon'ble cCommitte. one and should
SCI have 400 GB
inbuilt SSB
Proposed
Firewalt ¢can be
ASIC based in
nature / open
archilecture.
The NGFW should have 240 GB or This clause is abready
12 Storage 5 higher solid-state drives for System covered in Deleted
slorage. Architecture clause
8 x 1/10Gig
SFP/SFP+ with
Minimum 6%1G SFP and Mirimum Modilied as per new minimum
6.2) 4x 110G $i’-‘I’/SFI’+ ports fil”).‘ spees received l‘r_om 2*SI’-‘1’J_r SR )
populated with SR transceivers from Hon'ble cCommiite, transceivers from
day | SCI day one: 4 x 1
(ig SFP Ports
from Day one
13 [nlcirl'acc Dedicated 1A
Requirement parts with active
Dedicated 2x HA ports with active - . Op.“fm] cab_!c ol
. B - Modified as per new minimum 3
opticat cable ol minimum 3 meter pecs received fronm meter leneth in
6.(3) length in addition (o requested data ‘;PLLE’ eeetved A o eng
= ‘ton'ble eCommitte, addition to
ports. OOB. Console Management SCI requested data
and USB Paort que ’
ports. Mgmt.
Console and
USB Port
The firewall must support creation of
policy based on wildcard addresses 10 New clause
match multiple objects added
lor case of deployment
The firewal]l must have the abitity 1o
manage firewalt policy even if New clause
management server is added
unavaifable
Firewall appliance must have at least
[0 (active [rom day-1) with cach
virtual firewall/domains/instances
having a separate administrative New elause
. . . . ew clause
control OR equivalent. Sceurity added
zones and VEAN. Associated )
Licenses. Soflware and Hardware
14 Next Generation towards Virtual domains/ Viriual

Firewall Features

Firewalls/Virtual instances.

The following features must be
available in each virtual firewall:
domain/instant context environment:
Firewal LIPSEC VPN, IPS. Web and
Application Controk. Anti-Malware.
TralTic Shaping & policy-based
routing. DDOS. User and Group
management. Logging and
Reporting,

New clause
added

Should protect against phishing and
JavaScript

New ¢lause
added

Ready for post-quantum threals using
NiSTapproved algerithms tike M-
KEM and emerging algorithms like
BIKE. HQC. and Frode 1o proicet

New clause
added

L




against harvest-now, decrypt-later
attacks

File filter capability to block specitic
file Lypes. including password-
protected fifes from being

uploaded/ downloaded

New clause
added

Ability to sanitize Microsoll Glfice
documents and PDF files by stripping
harmlul active content (hyperlinks.
embedded media. TavaSeript.
macros) while preserving extual
conlent integrity

New clause
added

The solution should have File Filier
capabilities to block certain files.
specifically the password protected
{iles from being uploaded/
downloaded.

New elause
added

Threat Prolection

To help prevent tampering. the
Appliance should have Trusted
Platform Module {TPM) chip
soldered on the motkerboard 1o
reduce the risk of data (ransaction
interceptions from attackers, This
is used to protect the passwords and
private keys against malicious
software and phishing attacks.
The dedicated module helps in
generating. storing. and
authenticating eryptographic keys

New clause
added

Should support more than 15.000 1PS
and 3000 application laver and rigk-
based controls that can invoke
tailored intrusion prevention system
(s

New clause
added

Must support various form of user
Authentication methods
simultaneously. like: Local Databasc.
LDAP server, RADIUS server.
TACACS+ server and PKI methods,

New clause
added

16

DNS Security
capabilitics

For Malicious DNS domain database
Should take inputs from multiple third-
party sources ol threat intellisence.

New clause added

Firewall should be 1Pv6 Certified/1Pv6
logo ready

New clause added

Certification

Common Criteria (ISOAEC 15408)
EAL/ EAL4 or higher or NDePP or
ICSA NIAP/CCEVS Protection
Profiles certitication For the model or
famity

New clause added

Firewall shall conform to L. 60930 or
IEC 60950 or CSA 60930 or LN 60950
or EN 61000-3-3 or EN 61000 or EN
62368 Standards lor Safety
requirements of Information
Technology Equipment

New clause added

Changes Dale & Time

Ouline Bid (Techno-commercial
and Financial) Submission Closing
Date and Time

03/02/202¢6
at 05.:00 PM

11702/2026 at
05.:00 PM

Page No. 4.6 (Bid Dates) &
Page No. 8 (Key Timelines)

Submission of Banker's
Cheque/Demand

Draft/ Bank Guarantee for Tender
Fee. EMDuand Processing Fee®

04/01/2026
at 11.00 AM

12/02/2026 al
11.060 AM

Bid (Techno-commercial) opening
Date and Time

(04/01/2026
at 11.30 AM

£2/02/2026 a1
11.30 AM

Corrigendum cum clarification is also available on Rajasthan High Court website www.hcraj.nic.in and

https://sppp.rajasthan.gov.in portal. The rest of contents of NIT will remain same.

By Order,

Registrar (Classification-1})



